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O 0 0O o

EAFY Y (PKIRE 3 ).
<, gyt @A SHALTE A A8 Yt (PKITE 3.
o IsDefault — A dag]Fo] Aest 7| due]EFl A9 Yes(ol)'E BAFUL dlA] dug]Fo] AMEH 7| &1
old A9 'No(elH 2)' S EA YT} (PKIT 3 9.
o FQDN — QIZA ol A5 Ald AW FQDNY YT (PKIT dld).
o Serial Number (48 ¥3) — JZF7|# & /s E Yehdl= 3244 4t
o Time Validity Pass (F& Azt 53 — A5H 8 A AAMS 53954 o35 Yebyiy .
o Provisioning Server (A3 AH) — Intel AMT A3 M IP F4 W ¥E W% (0 — 65535)J Ut o] 742 Al Zalo]= A
& Bdoftt IAE YL 7] X E HE = 9971 YT,
e TLS PSK — TLS PSK 773 A Aol tist o] 5o HFUT.
o Set PID and PPS (PID ¥ PPS 274) — Al& 2IHEAH(PID) U AlF | AZo]=(PPS)E H YTt PID ¥ PPSE tA &
2oz leggyg. (¢: PID: 1234-ABCD ; PPS: 1234-ABCD-1234-ABCD-1234-ABCD-1234-ABCD) = - ' '0000-
0000-0000-0000-0000-0000-0000-0000" PPS #t= A2 T4 AElE WA A &5yt o] gho] AFgH = A, A4 4
T3 7 Hl= ‘Not-started (A 2= A b5 )' 2 4 g Ut}
o Delete PID and PPS (PID % PPS 2H#]) — ME° A&¥ A4 PID W PPSE 2t g tl. PID % PPS7E JHH A 942 74
+ MEBX+ 27 WAIXE ¥ty o] S-S ARgshd A 49 4 L2 A2~ w745 "Not Started( A 2HE A )" =
AskA] ekFUTh o] FAL AR E P LA wZASFE "In Process(H ¥ $)'E Ao
e TLS PKI — TLS PKI T4 Aol st o] 59 dHFYT.
o Remote Configuration Enable/Disable (€474 74 €43/v&4d35) — 94 745 ng4d3 =& @433y o] &
s BAdslelA 22 A 44 7S 3T F dF5Yh
o Manage Certificate Hashes (U541 3lA] #2]) — dA A7dd A D dA e 558
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D

Utk A5A 8 2 A
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S HAGHE <+> 7] 5 FEAA L. AAE A Y <del> 715 FEAAL. UE 71 E F718eHE <ins> 71 E FEAA

fo

o Set FQDN (FQDN A274) — #AFE 9] At3te =w2l o5& A Frt.
o Set PKI DNS suffix (PKI DNS A u]A} A7) — PKI DNS HuAE A st}

TLS PSK
TLS PSK 4 A go] g o] Sof Q= aksl vlrsivith. 42 8 40) “In-process(1 & %)" Aelel i 4% PID/PPSE 4437
o AAsE R ) A Fe g

e SetPID and PPS (PID ¥ PPS 274) — PID 4 PPSE A4t PID ¥ PPSE tiA] B2 o= fH 3Tt (ol: PID: 1234-
ABCD ; PPS: 1234-ABCD-1234-ABCD-1234-ABCD-1234-ABCD) "0000-0000-0000-0000-0000-0000-0000-0000" PPS
ghe %) T4 S WA ek, o] gl ALEEE A%, A2 2 1A A "Not- started (A 2HH A ¢ke)" = A H YT

o Delete PID and PPS (PID ¥ PPS 2}A]) — ME°l A% €] PID 9 PPSE 2tA &Yt} PID % PPS7} &= A %2 25
MEBX+= 25 WA A& wbeghy ),
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[

1
Set PID and PPS =x

Delete PID and PPS ==
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTERI=Access

#% — may cause Intel(R) AMT partial unprovision

TLS PKI — 974 74 4%

A7 P4 FALS TLS PKI 319 wlir obelo] Sof AU th T 2 a7kA 94 T4 F5o] Ak

e Remote Configuration Enable/Disable( 2 T4 &4 3l/v] &4 3})
« Manage Certificate Hashes(Q! 54 A1 #a])

» Set FQDN(FQDN 2 %)

e Set PKI DNS Suffix(PKI DNS Fu|A} A 3)
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Remote Configuration Enable/Disable ==
Manage Certificate Hashes

Set FODN

Set PRI DNS Suffix

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

#% — may cause Intel(R) AMT partial unprovision

Remote Configuration Enable/Disable(£2 74 &4 3l/8] 84 3})

A ° 7 Enable (24 3}) ¥ Disable (8184 3})°] AUt Remote Configuration (22 14)o] v &4 3l H = 39 o}
2 o] 73] %A 5 A%k Remote Configuration (974 T74)o] &4 g5 ofofgt ARE-3 4= QlFYth.

FA2TE 1 Folw o] FAS AT F glzyh. o] Wiw = HFEIVE F38F Al 71 AdEH s ] Al Al e A5
A2 4l FA o] In-process (A8 3) e = A5 94 FA4E& EAs/n| A stsid 24 W] Al ;.

Manage Certificate Hashes(21 54 &4 #))

Remote Configuration (&4 #4) v o2l Man
Certificate Hashes (154 alAl #E]) vlwE AU E3F Al A olE 471K
E= M sy

nage Certlflcate Hashes (Q154] 3l Al ) & g
718 A ZE AU SiAle A = Qo uhel AR
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[ ]

Remote Configuration EnablesDisable ==
Manage Certificate Hashes

Set FODM

Set PRI DNS Suffix

Return to Previous Menu

Hash Name fictive Default
eridign Class 3 Primary CA-G1 [ ] []
UVeriSign Class 3 Primary CA-G3 ] (%]
Go Daddy Class 2 Ch ] [#]
Comodo AAAR CA ] [%]
starfield Class 2 Ch | [#]

[ESC1=Exit [INS1=hdd [DEL1=Del [+]=Active [ENTER}=View

Manage Certificate Hash (U541 slA] #2]) 3ol & 74*”3 o] A E #HY T F Q= oY 7 RE AEZEO] AsUY. v
Manage Certificate Hash (21541 Al #2]) wlwelA Fast 7194y}

flo

« Escape key (Escape 7]) — W7ol Al *OLEELL]E}

o Insert key (Insert 71) — AFE ol AFE-AF o H AF5A SNAIE F7HE U L.
o Delete key (Delete 7]) — 74 FEelA A H g5k AFA HAE AHA F T
o <+> key (<+> 7]) — &A {\j‘;—.‘“& QISA sllAl2 &4 A& Wd Y.

o Enter key (Enter 7]) — A &3k AFA d|A] Q] AFAESS FA YT,

Adding a Customized Hash(A4# g 24 d]A =71

OO0 Manage Certificate Hash (154 s|Al #2]) 3ol A <Insert> 715 F24A 2. 314 o] 5& QA3 OAE FTrt AH
Sh=

DDDﬂQEf%ﬂQﬂ%@”Q:ﬂ“ﬂ%%ﬂﬂSZ@WﬁV@ﬁ%<mmw7ﬁﬁﬁ?§ﬂ%1ﬂ“ﬁ Jgstebs A A7 &
A = )

OO0 AFA Al #h2 208k E 16715 seabd vttt Al dlolel & A st P2 0% qJgaof gt 1812 ¢¢o W Invalid Hash
Certificate Entered - Try Agai n(Z%9 dA Q1547 ‘Q@,ﬂ‘iﬂ%‘/lt}. ChA] Al =3 Al ) B wIAI A 7F EAIE Y T,
<Enter> 7| & F& F A9 A dElE A stete WAIA 7 EAE YT

OO0 o] At s gel a9 &4 AeE Aga e ok
o Yes () - H&7 A28 SlA7k B4 Few AL,
o No (°F£) (71¥4h) — VA_Hash7} EPS Ulo]l %Yt

Deleting a Hash(&lAl 214))

OO0 Manage Certificate Hash (2154 34 #2)) 3A oA <Delete> 7|15 &8
Del ete this certificate hash? (ol AF5A BIAE AABAIZAFEUZE?) (y/n) (ol obH2)
dg 3F3ESs AT
OO0 o] $42 A8 JIFA A& At e S U th,
o Yes (°l) — MEBxE FWel #IAA] & A Feto] A8t s|AlE 241 gt
o No (°FH2) — MEBx+E A8 A1 S 24811 ¢k Remote Configuration (27 #4)° 2 ¥ Eokziyt)

Changing the Active State(Z4 & W74)



Manage Certificate Hash (A4 dlA] #2]) 3 <+> 7|5 £

) (i etde)

Change the active state of this hash? (ol #AY B4 AHE WA AFY7M n
MBI AT AS B4 A e A A s

U
USt S A o] A yes() St S A A5 s e A
PSK A3 ok 1A% A8 4 9182 e,

Viewing a Certificate Hash(¢154] @4 ®.7])

Q154 #|A] Bel) shHol A <Enters 712 FEAIA Q. AElg Q54 WAL ARALG(EA] o F, AZA 3
o Ehel EAFH YT

Manage Certificate Hash
Al ElolE, & dE 9 712

(
AF

Set FQDN(PRTC 2 4)

Remote Configuration (£2 74) ¥ ole 2] Set FQDN (FQDN 2 %) S4& Adat= 4% AlF AW 2 4t3te ol o
DGQmogﬁﬁ&ﬂLlﬂﬂﬂﬂﬂﬂiﬂ%Hﬂ
Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[ ]
Remote Configuration EnablesDisable ==
Manage Certificate Hashes
set FODN
set PKI DNS Suffix
Return to Previous Menu

Enter FODN of provisioning server

[ESC1=Exit [ENTER1=Submit
Set PKI DNS Suffix(PKI DNS F 1A} A %)

Remote Configuration (272 T74) v+ & 2] Set PKI DNS Suffix (PKI DNS 74 #|A} 4 Z) A Aeste A AT AW PKI
DNS Suffix (PKI DNS 1A E dE3teks WA A7) shdeo] EAF YT 2 32 EPSOlA f-4H Y.
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[ ]

Remote Configuration EnablesDisable ==
Manage Certificate Hashes
Set FQDN

Return to Previous Menu

Enter PRI DNS Suffix

[ESC1=Exit [ENTER1=Submit

Un-Provision(¥] #|&)

Un-Provision (1] Al ¥) &4 Intel AMT 74 & E3kHA] 71232 A= vk, o529 3714 B] A3 sHo

| AFHT
e Full Un-provision (4] 1] A|F) — o] FHL 2 —E— Intel AMT 23 & 3l 7|23t o2 A2 Tt PID/PPS #tol 3= A% F
W 257 gyt MEBx e WA ] A ok AR FAE U
e CMOS clear (CMOS 2tA]) — o] H] A1 54 MEBx A AHE S 4= glEUTh o] 4 & ghs alld 712g o= A1t
PID/PPS #to] & A9 F 3t 57 28U M Bx%itﬂiﬁ@mmn0§ﬂ AU o] $A4S &8 ™ cMOS(dl

2w BE ) S AAaor gt
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[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER1=Access

SOL/IDE-R

e Username and Password (AF8-AF o] 5 4 $+35) — DISABLED** / ENABLED(H] 273 l**/&4 &})
o] ¥4 SOL/IDER A4l o3t AF-§-#} /158 Al g Tt AW Z A (Kerberos) ZEEZS AFE8HE A ¢ o] ¥4
%

o
hud =] -
« Serial-Over-LAN (SOL)(LANS 53 23 ¢14) — DISABLED** / ENABLED(H| &/ 3}**/ 24 3})
deE/Ego] A A ZEE YUY EY =S FUr),
o IDE Redirection(IDE-R) (IDE Z/t] € 4) — DISABLED** / ENABLED(H] &7 3l**/&4 3})
IDE-R< Intel AMT #2]8 ZEfo|AEV} #e] 2&2] 97 tyA3 oln| Ao FRHHEE ),

PSS AP duTh A RA TREZFS AREeHA] 9= 4 SOL/IDER A4 o] AHE-
]
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[

]
Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

Password Policy(&%% 4 3#)

Heolol= 2714 4371 AUt MEBX 43t AFEA7E Al 2"o] AAZ X|sles A9 gy 43Ut YEYa dsE= EYAE
23] ME @43} A AElo] AT F9 JHy= 3Pyt o] AL YEYT o35 U MEBX &37F 5713 © A71E AR U
MBXOEG:Miézbﬂﬂﬂ°le‘&ﬁﬂﬂ o o] 7FsdUth. 18y, ool dEE FAd mEf, EHN A 459 MEBX &

RE = IR WA

B Aol7h Qg dguh 43 e 24Uk

o Default Password Only (7]% 459 dld) — MEBX 359 U E 11 Ao dort 7E GTelA HAE Aol FrsEY

E+meﬂiﬂﬂiﬁﬂﬁﬂﬁ%§!ﬂEﬂﬂﬂiﬂwaﬂ qﬁ'“mﬁ
« During Setup and Configuration (2% % 4 34 %) — MEBX *s "W E
o AX 9 A ZRAATE SRR F ST }ZPOVP W= T AFYH
UE

ME VY=
e Anytime (JAEA]) — MEBX &% %}

Yt}
3 s AA 9 A A s71sEY
93 g3 = MEBX U3 UEYT 57 A
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[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER1=Access

[«] DEFAULT PASSWORD ONLY

[ 1 DURING SETUP AND CONFIGURATION
[ 1 ANYTIME

Secure Firmware Update(X:.qF 4ol G H ol E)

o] FAL Het Ho] Julo|EE & s/u|EA 38t EE Tt Secure firmware update (H3F F9o] Qulo]E) el A} AFE-2L
=1 ok @A ALEA ol F B AEE ]OVJWLﬁO-*$ﬂ ﬁﬂﬂEﬂw—ﬁ Yot

secure firmware update (Eet Felo] ol E) 7]5o] BslsE = A Bt WAl S AFgste] FoE JUolEE ¢ lF Ut Het
Aol dulelE= LMS =etolH & Syt wek 9l 2 Heo] o ]E7} l%“éi"i w9, AF&Z}E Aol duelETL 7bsst RS Bt
%‘%]Oi Aeo]E i =7 oo Aol EE & shA Aok 6“45}
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[ ]

Host Name

TCP/1IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update

[ESCI=Exit [Ti]=3elect [ENTERI=Access

[ 1 DISABLED

[«] ENABLED

Set PRTC(PRTC 27%)

2004 1€ 19~2021d 1€ 4994},

PRTCE GMT(UTC) BA(YYYY:MM:DD:HH:MM:SS) 2.2 18 adyrct. Fad &x e
e Zefo] = Ay Elof vk EAH YT

PRTC 274 %2 A ¢o] AXI(G3) AHolA PRTCE 7M. 2 A8k o AFEH U ©

i
oXx
Mo
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[ ]

TCP/IP

Provision Model

detup and Configuration
Un-Provision

SO0L/IDE-R

Password Policy

Secure Firmware Update

Enter PRTC in GMT(UTC) format(YYYY:MM:DD:HH:MM:53)

[ESC1=Exit [ENTER]=Submit

o] 44& AHE3to] ME WOL -7 BFIob2 el BTk, of ol 7} vhr] 5 A% MEE A4Y 2ES A4 g o] Bhloh -2 ME
WOL H8 A4 % 5112 Helahe Aeolt 18Ut & 99 ke A gy,
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Provision Model
Setup and Configuration
Un-Provision

o0L/ IDE-R

Password Policy

secure Firmware Update
set PRTC

Idle Timeout

Timeout Value (1-85535)

[ESC)=Exit [ENTER1=Submit

DHCP R.E=9A] Intel AMT 274 9

ol#) = FHAFEHE DHCP REE FA4317] 93 Intel AMT Configuration (Intel AMT 4) |57 o)X Q) 7|8 F= A o= Aygh
=
DHCP R =°A] Intel AMT T4 ¢
Intel AMT 773 w7 H <4 %
Intel AMT 4 AE U2, <Enter> 7|5 TE4A 2.
Host Name (EXE 9]§) jl;ﬂlgﬁeIAMT

o Network interface (MEf A A FH o] ~)E &4 315
TCP/IP =

o DHCP Mode (DHCP R E)Z #4313y},

o T2l o] F& AT (¢ll: amt.intel.com)

e Intel AMT 4.0 Mode (Intel AMT 4.0 5. X)
Provision Model (A% =4 e Small Business (2775 71 4)

e SOLS A4 3hstyrt.
SOL/IDE-R e IDE-RS &4 3y},

Remote FW Update (€7 FW ¢ dlo]
E)

Enabled(&4 3})

MEBx & A %3l £83 S HAFE S Windows® % AA =2 B8}
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718 Aol Ege] Fae AgAlaFdyt),

A% DNS F45 Adgatelyd ).

U2 DNS Fa+ AeAleky),

THel o] 5& At (¢l: amt.intel.com)

TCP/IP

Intel AMT 4.0 Mode (Intel AMT 4.0 2.5)
Provision Model (A% = 2) e Small Business (&7FE 71 4)
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SOL/IDE-R e IDE-RS &334t

B 5109
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Intel® Management Engine BIOS Extension(MEBx)-> Intel®]| ] Dell™el A ¥ sl A B AL} ROM EEZA] Dell BIOS®l 23+ ]
wYyth. MEBx+= Dell #3FE ol thall AF&-#} 4 2] =] 2l 5y o).

A e (scs)7F B syt sCSE MEHIE Fd Intel AMT 23 9 FA48 &
& A%ol AT AW Etas FUh SCSE YW o R 5] AT E o] ¥59Y

o A S W82 #e] 2& AT GA O A Al L.

e Zefo]= RE(HFE 7194 A gyoll= 23] U
ot &S ZE NS AT SCSE MEBx ol A]
Aasv) oA #Agste 1Sy B & A Fol 5o H

Intel AMTE Qlg]Zalo]| = REZ ARslm FAete W S S AS 3},

ME %3
At ZFEAA Intel 2] A (ME)S A3}t W v SAIE A 2

000 Dell 1 39Wo] YeEh™ <Ctri><p> 7] =84 &2 MEBx 3H o & Szttt
OO0 Intel ME Password (Intel ME ¢4%) I =of adni nS Jd 8T, <Enter> 715 54t
doE daeAsE R
MEBx #4d& W7 ah7] Aol 712 455 WAsof gyt
Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) ME Password

[ESC1=Exit [ENTER1=Submit

OO0 Change Intel ME Password (Intel ME 4% WA)& A8 @Yt <Enter> 715 FHUT & A8 Al 55 79
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Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

Exit

Intel(R) ME Mew Password

[ESCI=Exit [ENTER]=Submit
OO0 intel ME Configuration (Intel ME T4

)
ME Platform Configuration (ME Z3 % T74)Z ME 715 (o: @€ 34, B4 QuolE 75 5)= 74T = AHFUHh



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) AMT Configuration b
Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=5elect [ENTER]=Access

Oo0 v 22 wAA 7 et d <y=> 718 F54Th:
SYstem resets after configuration change. (7/°¢] WAE & AJA®lo] ALdHYTE ) Continue (Y/N). (A3t
AAZUZ2 [ el ol 2]).



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. AIl Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[Caution]
System resets after configuration changes
Continue: (Y/N)

& &4 Intel ME State Control (Intel ME 738l AEE)YUT}. o] 549 7|2 442 Enabled (24 3h) YU}, o] 448
Disabled (W& éﬁ})i W3R v Al 2. Intel AMTE H] &4 §}o}34# 74-9-, 94 | 4] Manageability Feature Selection
(ZE4d 715 AE) F4E None (1) 22 HASHA v Al 2



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

|
Intel(R) ME State Control

Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 DISABLED

[«] ENABLED

OO0 Intel ME Firmware Local Update (Intel ME B¢lo] 224 ¢uo]E) & AedUt}. <Enter> 7|5 FE U}
000 71 v, Enabled (24 3}) &=+ Disabled (¥|&43H) 5 A ¥ 31 <Enter> 715 FH U

o] FA 9 7|& ML Disabled (&4 3H) YUt



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Features Control
Intel(R) ME Power Control
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 DISABLED

[«] ENABLED

OO0 Intel ME Features Control (Intel ME 7|5 Z1E&)S A998t & <Enter> 715 F5 4.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control

Intel(R) ME Firmware Local Update
Intel(R) ME Power Control 3
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

t}& 342 Manageability Feature Selection (ZE]l4 715 AeH) Ay}, o] 7|52 Z2HE &g =&
< Intel AMTI Yt}

None (%l+&) wAd& A8t &

uly
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Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Menn

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 NONE
[#] Intel(R) AMT
[ 1 ASF

JO00O0O Return to Previous Menu (¢ #w2 Eol7l7) & Adst & <Enter> 715 754



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [ti]=5elect [ENTER]=Access

JO00O0 Intel ME Power Control (Intel ME A9 ZAE£)S 483 &, <Enter> 7| & FH YT



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel (R) ME Power Control

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

tt& 542 Intel ME ON in Host Sleep States (£2E &3 A H YAl Intel ME A7) YUYt} 71 472 Mobile: ON in
soYdH .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

] Mobile: ON in S8, S3-AC

] Mobile: ON in SO, 33/AC, $4-5/AC

] Mobile: ON in 36, ME Wake in S3/AC

1 Mobile: ON in SO, ME Wake in S3-AC, S4-5/AC

[
|
[
[

JO00O0O Return to Previous Menu (¢ #7w2 Eol7l7) & A€st & <Enter> 715 754



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [til=Select [ENTER]I=Access

JO00O0O Return to Previous Menu (¢ #7w2 Eol7l7) & A€st & <Enter> 715 754



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. AIl Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

[ESCI=Exit [Ti]=5elect [ENTERI=Access

JOOOMEBx AAE F535+3 ME 74 A3
7Bl Intel ME Configuration Complete(intel ME 74 $+8) WAIAE XA S ths AA 2 YT ME T3¢ ¢E5% 5, Intel

AMT 73S 748 5 J5uth.

Intel AMT Configuration(Intel AMT 74)

4} Z23E 9 Intel AMT Configuration (Intel AMT T74) A48 &A43sdd v @A S ST

OO0 e Zefo] = RE§ wof 7 B4 80 197 AP ne} gol, A& 8 HuA <Ctri><p> 7] 28-S 5 MEBx ¥.0.

000 4= & destebs WAA 7 st ol Yebd, A Intel ME 235 919 34t

OO0 Intel AMT Configuration (Intel AMT 74)& A 83 & <Enter> 715 F5 YT}



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.

[ ]

Intel(R) ME Configuration
Intel(R) AHT Configuration
Change Intel(R) ME Password
Exit

[tl]=Select [ENTER]=Access

[ESCI=Exit

OO0 Host Name (E2E o] 5)S A8d 5 <Enter> 715 F5U .
OO0 2 v, ©] Intel AMT AFEIS 1/ o] 55 Y9 &, <Enter> 7] & FF Y.

F2E o] o FWo] 2P F gk UEH o] F2
£ gEeae] o AFE IP A0 AT = Uruinh

] AE o] Fo] gleA SAAAA 2. TAE o

2 IP



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

]
Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

Computer host name

[ESCI=Exit [ENTER1=Submit
OO0 TCrP/IPE A8 dYtt, <Enter> 7] & Fw U T
o000 =2 22 WA A7 et E <n> 7] & F54U

o [DHCP Enable] Disable DHCP (Y/N) ([DHCP &743}] DHCPE u|ZA3stAZAFUZF? [ €l ofH2])




Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provizion Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Palicy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[DHCP Enabled]

Disable DHCP: (Y/N)

OO0 Domain name (£4Ql ¢ &) Z=o] =vd o] &S dH .



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

Domain name

[ESCI=Exit [ENTER1=Submit
Odd wi+wellA Provision Model (A& E22)& Ae st th3 <Enter> 7] & “F& 4 Ul
1000 vs3 22 wAA7F ebgd <n> 715 F54th:

o [Enterprise] change to Small Business: (Y/N) ([4dE2Zgte]=] AR 7YAZ AASARASTUZ? [ o oFY
2])



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[Enterprisel
Change to Small Business:

JO00O0 A+l Al Setup and Configuration (23 9 #4)S 4931 <Enter> 7|15 F5 4.



Intel(R) Management Engine BIOS Extensiom v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Host Name
TCP/IP
Provision Model

setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

1000 Current Provisioning Mode (A4 Al & 2E)E d¥sto] @A REE XS &, <Enter> 715 F5 4T}

A A ZE7 BAE YT, <Enter> = <Esc> 71 B8] 23U



Intel (R} Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ 1
Current Provisioning Mode

Provisioning Record
Provisioning Server
TLs PSK 4
TLS PKI 4
Return to Previous Menu

[ESCI=Exit [ti]=Select [ENTER]=Access

Provisioning Mode: NONE

JOOO vi+rellAl Provision Record (A% 715)S A# st b3 <Enter> 7] & “F&5 YUl
stdel A5FE €] AlF PSK/PKI 715 dlo]E7}F A H YT dlolH & ¥t 2 49 MEBx+
Provision Record not present (A& 715°] gyl wHAXE ZAIFYTH

tlolEl & & A%, Provision Record (A% 718) = o8] FXA F 3huE AU



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLS P3K »
TLS PRI »
Return to Previous Menu

[ESCI=Exit [tl]=Select [ENTERI=fccess

Provision Record is not present

J10O000 9ol A Provision Server (A& AH)E A 838t o3 <Enter> 715 F5Y Y.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
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[

[ESCI=Exit

]
Current Provisioning Mode
Provisioning Record
Provisioning Server
TLS PSK »
TLS PRI »
Return to Previous Menu

[t1]=Select [ENTERI=ficcess

1000 Provisioning server address (A& A8 F4) A=) A3 AH IPE Y H3ta <Enter> 7] & F

71 4742 0.0.0.09H T ©] 72 22 DNS MH ol A3 MM E Ay Ao PR A8E 5 9=

o.

1




Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLS PSK »
TLS PKI 4
Return to Previous Menu

Provisioning server address

[ESC1=Exit [ENTERI=Submit

= 1- =

= 983t <Enter> 71E FEUYt}.
%

iO/l
il
[t
2
b
[m

J0O000 Port number (XE #
< 0yt 7]
3]

71 0
te= A5 o17]

L.

47 T Intel AMTE XE 997104 A3 AW E AU, AT AW7 & LE
ol A
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Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. ALl Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record

TLS P3K »
TLS PRI »
Return to Previous Menu

Port number (0-6553%)

g

[ESCI=Exit [ENTER1=Submit

1000 wsrel A TLS PSKE 8§ tha <Enter> 7|5 FHU T




Intel (R} Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLS PRI »
Return to Previous Menu

[ESCI=Exit [til=5elect [ENTER1=Access

1000 th 42 Set PID and PPS (PID % PPS A7) Yt}
PID 4 PPS= e o Qlgetry sCcs7t =8 A8 UsSB 715 AFE-atol 19 @ 5 Slsvtth

o] F4-& AlF ID(PID) ¥ A& #AZH o] =(PPS) 8- Uth. PID+ 840 PPSi= 324U th. 42 Al E ALooll tA|(-) 7]

37 o g thA S E3Hele] PIDE 9%x}o]| ™ PPSE 404U tl. SCSE o] B3t d-&5-5 Al gof gy},
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[

|
Set PID and PPS =#

Delete PID and PPS ==
Return to Previous Menu

Enter PID (e.g. ABCD-1234)

[ESC1=Exit (ENTER1=Submit

Delete PID and PPS (PID % PPS 214l) 42 Aekgytt, o] 542 HAFEE E6h Al 712 o2 a9y, B Algel tig
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Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Set PID and PPS =x
Delete PID and PPS ==

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

#% — may cause Intel(R) AMT partial unprovision

1000 wsrel A TLS PSKE 8§ tha <Enter> 7|5 FHU T



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLs PSK »

TLS PRI 4

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

JO00O0 ¥+l A Remote Configuration Enable/Disable (€7 74 43/ &4 3)S 483 3 <Enter> 7|5 FH UL

| &42 7|2 32 Disabled (&4 3})oln HEY A QdZe}r} Q571 #(CA)S A Y34 &= - Enabled (24 3h) AEd
]

o O
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Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configquration EnablesDisable ==
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER}=Access

[«] DISABLED

[ 1 ENABLED

#% — may cause Intel(R) AMT partial unprovision

JOOOEnabled (2743h) eI A5, 19 — 219A 5 FZx34] A2, Enabled (B4 3}) AHdiQl 45, 22 @A Z AYH YL}



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration Enable/Disable ==
Manage Certificate Hashes

Set FODN

Set PRI DNS Suffix

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

#% — may cause Intel(R) AMT partial unprovision

& %412 Manage Certificate Hashes (154 sllA] #2]) SAJYTH 7124 02 4714 A7} FAAH YT A= 2 Q2
of mpe} AtA| e F71E 7 QIEFU T



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) Z003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==
Manage Certificate Hashes

Set FODM

Set PRI DNS Suffix

Return to Previous Menu

Hash MHame fictive Default

eridign Class 3 Primary CA-G1 [ ] []
UVeriSign Class 3 Primary CA-G3 (%]
Go Daddy Class 2 Ch [#]
Comodo AAAR CA [#]
Starfield Class 2 Ch [#]

[ESC1=Exit [INS1=hdd [DEL1=Del [+]=Active [ENTER}=View

JOOO vi+wellA Set FQDN (FQDN A 74)& A e st th3 <Enter> 7] & “F& YUl

J1000 ¥AE FA=of A3 A8 8 FQDNS §1 8381 <Enter> 715 FEAIA 2.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==
Manage Certificate Hashes

set PKI DNS Suffix

Return to Previous Menu

Enter FODN of provisioning server

[ESC1=Exit [ENTER1=Submit

JO00O0 A+l Al Set PKI DNS Suffix (PKI DNS A uAF A7) & A e}, <Enter> 7]E “F5 YT},

1000 92 E A Xef pPKI DNS HuAME 98 38t1 <Enter> 7] 5 FEA A 2.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==

Manage Certificate Hashes
Set FQDN

aet PEI DNS Suffix

Return to Previous Menu

Enter PRI DNS Suffix

[ESC1=Exit [ENTER1=Submit

JO00O0O Return to Previous Menu (¢ #w2 Eol7l7) & Adst & <Enter> 715 754



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Remote Configuration EnablesDisable ==

Return to Previous Menu

[ESCI=Exit [Ti]=3elect [ENTERl=Access

#% — may cause Intel(R) AMT partial unprovision
JO00O0O Return to Previous Menu (¢ #w2 Eol7l7) & Adst & <Enter> 715 754

o] 244 433 Intel AMT Configuration (Intel AMT F4)) WH 2 Sol7H4 |y},



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) Z2003-08 Intel Corporation. AlIl Rights Reserved.
[ ]

Current Provisioning Mode
Provisioning Record
Provisioning Server

TLs PSK »
TLS PKI 4

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

Un-Provision (W] Al &) &A1& A=yt o] 34 AFHE Fdt Al 712 g2 HAg k. v Algel tist AAE e 22
Taow St Fue RN L.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
SOL/IDE-R

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER1=Access

J0O00 SOL/IDE-RS A¥9dt &, <Enter> 7] & F5 Ut



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

]
Host Name
TCP/IP
Provision Model
Setup and Configuration
Un-Provision
Password Policy
Jecure Firmware Update

[ESCI=Exit [Ti]=5elect

1000 w3 &2 wAA7F ey <y> 715 Fado:

o [Caution] Systemresets after configuration changes. ([ 5]

8

ntinue: (YN (AEARAFUZE [ ol ok 2])

:]]_

3

S
=

[ENTER]=Access

A% F Alzgel AMgRUL)



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[

]
Host Name
TCP/IP
Provizion Model
Setup and Configuration
Un-Provision
SOL/IDE-R
Password Policy
Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTERI=Access

[Cautionl I
3

ystem resets after configuration changes
Continue: (Y/N)

o User name & Password(AM&A o]& U 43)

JO0O0 Enabled (243H & 493 ob5 <Enter> 71 & F5 4t

o] §H& WebGUIAIA AHg4 2 G5 F/4HES Frivh. o] S0l MBYSEE 43 el Au MEBx 97 A2 U gtol

.




Intel (R} Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

Username & Password
[ 1 DISABLED

(=] ENABLED

JOOO Serial Over LAN (SOL/IDE-R) (LANS E3t 214 d44)°] 49, Enabled (243 & 493 th2 <Enter> 7|15 FH YT}



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. AIl Rights Reserved.
[ ]

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Password Policy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

derial Over LAN
[ 1 DISABLED

(=] ENABLED

J0O0O0O IDE Redirection(IDE @t #4) 9 4%, Enabled (24 3HE A& ths, <Enter> 7|5 F5Uth.



Intel (R} Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ |

Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

Password Policy

decure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTERI=Access

IDE Redirection
[ T DISABLED

(=] ENABLED

o

2 542 Secure Firmware Update (X.2F o] ujo]E) JUtt. 7|& 442 Enabled (243 4tt.



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Name

TCP/1IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update

[ESCI=Exit [Ti]=3elect [ENTERI=Access

[ 1 DISABLED

[«] ENABLED

Set PRTC (PRTC 274)2 A=Fs ).



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation.
[

All Rights Reserved.

]
TCP/IP

Provision Model

detup and Configuration
Un-Provision

SO0L/IDE-R

Password Policy

Secure Firmware Update

Enter PRTC in GMT(UTC) format(YYYY:MM:DD:HH:MM:53)

[ESC1=Exit [ENTER]=Submit
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Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update
set PRTC

Idle Timeout

Timeout Value (1-85535)

[ESC)=Exit [ENTER1=Submit

= 1- =

JO00O0O Return to Previous Menu (¢ #w2 Eol7l7) & Adst & <Enter> 715 754



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]
setup and Configuration

Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update
Set PRTC

[dle Timeout

Return to Previous Menu

[ESCI=Exit [Ti]=3elect [ENTER]=Access

JO000 Exit (F5)E 493 tb5 <Enter> 715 ‘F54



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESCI=Exit [Ti]=5elect [ENTER1=Access

J1000 th=3 22 WAX7F Jeud <y> 715 754t
ALEUA?) (YIN [ ok &)

Are you sure you want to exit? (EE3AAE



Intel(R) Management Engine BIOS Extension v4.0.4.0003

Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=5elect [ENTER1=Access

[ CONFIRM EXIT 1

fire you sure you want to exit? (Y/N):

HAFEZE AU AFEE 110 A Aol ES Felat Al . AA AFE7E AR AdElel o HiA F8]7F Hof syttt

23 Ho]A 2 Eojrt]
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[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

Intel(R) ME Password

[ESC1=Exit [ENTER1=Submit

OO0 change Intel ME Password (Intel ME &% W) & A8 & <Enter> 7] & 5 Ut}
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[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration

Change Intel(R) ME Password

Exit

Intel(R) ME Mew Password

[ESCI1=Exit

OO0 Intel ME Configuration (Intel ME 74)S 483 & <Enter> 715 FE U

[ENTER]=Submit
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[ ]

Intel(R) AMT Configuration b
Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=5elect [ENTER]=Access

Oo0 v 22 wAA 7 et d <y=> 718 F54Th:
SYstem resets after configuration change. (7/°¢] WAE & AJA®lo] ALdHYTE ) Continue (Y/N). (A3t
AAZUZ2 [ el ol 2]).
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[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[Caution]
System resets after configuration changes
Continue: (Y/N)

t}& 342 Intel ME State Control (Intel ME e AEZ)dUt}, o] F49] 7
Disabled (M&/d3)E WA 3A vpdA 2. Intel AMTE B &4 35} 14} 84 44,
Selection (#EA 715 A9) F4& None (§15) 22 AEg o}

J2 Enabled (273} YU}, o] B4
2}2] U5l Manageability Feature
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[

|
Intel(R) ME State Control

Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 DISABLED

[«] ENABLED

OO0 Intel ME Firmware Local Update (Intel ME B ¢lo] 24 duo]E)E A3 3 <Enter> 7|5 F5 4}
000 71 v, Enabled (24 3}) &=+ Disabled (¥|&43H) 5 A ¥3l1 <Enter> 715 FH U

o] FA 9 7|& ML Disabled (&4 3H) YUt



Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME State Control
Intel(R) ME Features Control
Intel(R) ME Power Control
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 DISABLED

[«] ENABLED

JO00O0 Intel ME Features Control (Intel ME 7|5 Z1EZ)S A93t & <Enter> 7|15 F5 4.
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[ ]

Intel(R) ME State Control

Intel(R) ME Firmware Local Update
Intel(R) ME Power Control 3
Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

t}& 342 Manageability Feature Selection (#2]4 715 Ae)dyt} o] 7|5 &
2 Intel AMTY YT} None (81%) &4 Agshd & 44 7 7o) &g sgd Y.
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Manageability Feature Selection

Return to Previous Menn

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[ 1 NONE
[#] Intel(R) AMT
[ 1 ASF

JO00O0O Return to Previous Menu (¢ #w2 Eol7l7) & Adst & <Enter> 715 754
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Manageability Feature Selection

Return to Previous Menu

[ESCI=Exit [ti]=5elect [ENTER]=Access

JO00O0 Intel ME Power Control (Intel ME A9 ZE£)S 483 &, <Enter> 7| & FE YT
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Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel (R) ME Power Control

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

tt& 542 Intel ME ON in Host Sleep States (£2E &3 A H YAl Intel ME A7) YUYt} 71 472 Mobile: ON in
soYdH .
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Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER]=Access

] Mobile: ON in S8, S3-AC

] Mobile: ON in SO, 33/AC, $4-5/AC

] Mobile: ON in 36, ME Wake in S3/AC

1 Mobile: ON in SO, ME Wake in S3-AC, S4-5/AC

[
|
[
[

JO00O0O Return to Previous Menu (¢ #w2 Eol7l7) & Adst & <Enter> 715 754
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Intel(R) ME ON in Host Sleep States

Return to Previous Menu

[ESCI=Exit [til=Select [ENTER]I=Access

JO00O0O Return to Previous Menu (¢ #w2 Eol7l7) & Adst & <Enter> 715 754
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Intel(R) ME State Control
Intel(R) ME Firmware Local Update
Intel(R) ME Features Control
Intel(R) ME Power Control

[ESCI=Exit [Ti]=5elect [ENTERI=Access

g TEL ME 73S AFE Y.

A3 E = Intel ME Configuration Complete(Intel ME 743 €+3) WIAA S AT b5 AAZAFH Utk ME 4 ©]
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Intel AMT Configuration(Intel AMT +4))
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[ ]

Intel(R) ME Configuration 4
Intel(R) AHT Configuration )

Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=5elect [ENTER]=Access

000 Host Name (22 E °]8)& 4898 & <Enter> 7] FE YT

000 1 Y+, ©l Intel AMT 5FH 9 i o5& 483 §, <Enter> 7] F5H
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Host Name

TCP/IP

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

Computer host name

[ESCI=Exit [ENTER1=Submit
OO0 TCP/IPE A3 &, <Enter> 715 F5 Yt}
o000 =2 22 WA A7 et E <n> 7] & F54U

o [DHCP Enable] Disable DHCP (Y/N) ([DHCP &/4 3] DHCPE v &/ slstA 5 Y72 [el/otd 2])
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Host Name

TCP/IP

Provizion Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Palicy

Jecure Firmware Update

[ESCI=Exit [Ti]=5elect [ENTER]=Access

[DHCP Enabled]

Disable DHCP: (Y/N)

OO0 A= 2wl o] 55 I
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Host Name

Provision Model

Setup and Configuration
Un-Provision

SOL/IDE-R

Password Policy

Jecure Firmware Update

Domain name

[ESC1=Exit [ENTERI=Submit
OO0 A 7l Al Provision Model (A& 22)S A8 3t th& <Enter> 715 F5 4.
J000 w3 22 |WAAZ e <y> 715 FEUTH

o [Enterprise] change to Small Business: (Y/N) ([4dE2Zgte]=] AR 7YAZ AASARASTUZ? [ o oFY
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Copyright(

Host Name
TCRP/IP

Provision Model
Setup and Configuration

Un-Provision
SOL/IDE-R

Password Policy
Jecure Firmware Update

[E5C]=Exit

[Ti]=5elect

[Enterprisel
Change to Small Business: (Y/N)

J0O000 Un-Provision
plog wol Fr S 3

JO0O0O SOL/IDE-RE A¥EYtt <Enter> 7] & FEUY T}

]

All Rights Reserved.

[ENTER1=Access




Intel(R) Management Engine BIOS Extension v4.0.4.0003
Copyright(C) 2003-08 Intel Corporation. All Rights Reserved.
[ ]

Host Mame

TCP,IP

Provizion Model
Un-Provision

Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=5elect [ENTER]=Access

1000 vk 22 wAA 7 e A <y> 715 F5 YT
o [Caution] Systemresets after configuration changes. ([ 9] T4 HA3 F AlAdo] AEHHY)
Continue (Y/N). (A&ANAEUZ? [ ol ok 2]).
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[ ]

Host Mame

TCP,IP

Provision Model
Un-Provision

SO0L/IDE-R

Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=5elect [ENTER1=Access

[Caution]
System resets after configuration changes

Continue: (¥sN)

JOO0O Username & Password (AH8#F o] & 2 43) ) tl8l Enabled(&43h)E A€ & <Enter> 715 FF UL
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Host Mame

TCP/IP

Provision Model
Un-Provision

Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=5elect [ENTER]=Access

Username & Password
[ 1 DISABLED

=] ENABLED

1000 Serial Over LAN (SOL/IDE-R) (LANS &% 214 14) 2 4%, Enabled (243 & H&% th& <Enter> 7] & 54t
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Host Name

TCP/IP

Provision Model
Un-Provision

Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=5elect [ENTER]=Access

derial Over LAN
[ 1 DISABLED

JO0O0O IDE Redirection (IDE 2t @A) 2] 3%, Enabled (243 & A9 v <Enter> 7] & 54t
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Host Name
TCP/IP
Provision Model
Un-Provision
Password Policy

Secure Firmware Update
Set PRTC

[ESCI=Exit [Ti]=5elect [ENTER]=Access

IDE Redirection
[ 1 DISABLED

(=] ENABLED

U

o

& Secure Firmware Update (2.3 #4lo] dulo]lE)Yutt. 7] 442 Enabled (2733 dYtt.
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Host Name
TCP/IP
Provision Model
Un-Provision
S0L/IDE-R
Password Policy

secure Firmware Update

set PRTC

[ESCI=Exit [Ti]=5elect [ENTERl=fAccess

[ 1 DISABLED

[«] ENABLED

1000 Set PRTC (PRTC A7)= Azgdyrt
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Host Mame

TCP/IP

Provision Model
Un-Provision

SO0L/IDE-R

Password Folicy

Secure Firmware Update

Enter PRTC in GMT(UTC) format(YYYY:MM:DD:HH:MM:55)

[ESC1=Exit (ENTER1=Submit
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TCP/IP

Provision Model
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update

set PRTC

Idle Timeout

Timeout Value (1-R5535)

[ESC1=Exit [ENTER1=Submit

JO00O0O Return to Previous Menu (¢ #w2 Eol7l7) & Adst & <Enter> 715 754
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Provision Model
Un-Provision

SOL/IDE-R

Password Policy

secure Firmware Update
Set PRTC

[dle Timeout

Return to Previous Menu

[ESCI=Exit [Ti]=5elect [ENTER1=Access

JO000 Exit (F5)E 493 tb5 <Enter> 715 ‘F54
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Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password

[ESCI=Exit [Ti]=5elect [ENTER1=Access

1000 w3 &2 wAA7F ey <y> 715 Fado:

Are you sure you want to exit? (FZ3AAFUZ?) (y/n) [l ol2]:
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[ ]

Intel(R) ME Configuration
Intel(R) AMT Configuration
Change Intel(R) ME Password
Exit

[ESCI=Exit [Ti]=5elect [ENTER1=Access

[ CONFIRM EXIT 1

fire you sure you want to exit? (Y/N):
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

Resolved "ProvissonServer” 1P

Resolved Intel@® SC5 IP:

Intels AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its own.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System

il
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

Tﬂ#—:l
Resolved "ProvisionServer” 1P: 192.168.20.10
Regolved Intel@® SCS1P: 192.168.20.10
Intels AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its own.

When the host 05 is down, the Intal® AMT device requests DNS registration of its

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System

conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are =
B T IS e [Hiow
Step 2. Discovery Capabilities 2@, 74 7]5) & A&},
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@] Step 8. Configure Automatic Profle Assgnments
4] 5%ep 7. Montor Prowisioning Process
) 5iep 6. Moniter Profie Assigrents
& [ Erwdis Sty (TLS)
# [0 Section 2. Irtel B AMT Tasks
& [ Aeports
B [ Tass

DNS Confi guratmn

[DNS) Sarvar, The DNS must have information for two antities:
= The computer running Intel® SCS5 Server must be registered in the DNS
+ A configured, operational Intal® AMT device must be registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domain, the DNS will altemnate bebween the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel) SCS Server.

Tﬁ#—:l
Resolved "ProvisionServer” IP: 192.168.20.10
Ressclved Intel® SCS 1P: 192.168.20.10
Inteks AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.
Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT dewvice s not a secure DNS client and it relkes on the host 05
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP

requasts and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
providad by the DHCP to the host OS5 a8 its awn.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Intﬂ[@ AMT davice satup and mnﬁgurahnrl mmn-es tha presance l:rfa Domam Name System
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